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Mistake Number 1: Not Doing Your Own Research 

 

If it’s your first time to buy from an online shopping site that you are not 
familiar with, you must do your assignment by researching about the shop. 

Read reviews and stories from previous customer’s shopping experience.  

Don’t be fooled by false advertisements. Be very picky and particular with the 
information that you read about the shop. Make sure that the physical 

business address and the shop’s contact information are visible on the site.  

 

Seven checks you should always keep in mind 
 
1. Can you reach them even before you buy something? 

 
This is all about the importance of taking care of their customers. An online 

chat or direct response means they take care of you as their customer. No 
response at all, even after a few emails, can mean a scam! 

Being transparent in this digital era is a key for consumer confidence.  

Online shops with chat support representatives, who made themselves 

available for any customer query, may mean that you have nothing to hide or 
nothing to be afraid of. 

 

 

 
 

2. What kind of refund policy do they have? 
What if the product is broken when received?  
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Mistake Number 1: Not Doing Your Own Research 

 

Part of research before placing an order in an online shop is to 
know their refund policy. If you cannot find information about 

their refund, you’d better be aware and buy at your own risk.  

 

 
 

3. Do you always verify if the website’s checkout payment page 
issecured with SSL (Secure Socket Layer)? 

Are there security seals? 
Do they offer different payment methods?  

 

 
 

This one looks obvious, but still many people never check the security ofthe 
payment system. Look at the URL in your browser. Do you see https:// 

(don’t forget the ‘s’)? 
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Mistake Number 1: Not Doing Your Own Research 

 

In https, the ‘s’ stands for Secure. This protocol encrypts any online 
transactions securely. When you enter credit card or any customer 

information in the site, the data collected is only stored in this site. It cannot 
be read by any third party sites. 

If you do not see a‘s’, don’t give your personal information. It’s a sign of scam 

and fraud! 

Some sites show their security seals. Trustworthy seals are:  

 

 

 

4. Are their terms and conditions visible to you?Are they slear? 
 

 

It’s not necessary for a website to post terms and conditions. But web shops 

which are transparent about this give confidence to the consumers that they 
are legit. Hard to find terms and conditions can suggest a scam. 
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Mistake Number 1: Not Doing Your Own Research 

 
5. Are the pictures or content in the site not a copy of other sites? 

 

A scam site is not planning to send you anything. They just want your money. 
But to fool you, they need images to promote their fake products. Images 

they steal from other sites. 

But be aware there are also sites, which are selling other manufactories 

products. This is legitimate and you probably find the same images of these 

products on different sites. 

So, if you notice duplicates, just be aware! 

 

6. Do you look at customer feedbacks? Are they mainly positive? 
 

User reviews are always useful, but they can be manipulated too. Look at the 
number of reviews. And look at the date of posting too. If the positive reviews 

are posted in the same period, it is possibly false. 

At our site we monitor our user reviews to filter the scam from the real ones.  

 

 

 

 
 

 

 
7. Do you do your own research on the web site? 

 
 

What do you find if you search their business name in 
Google? Where are they based? Do they have their 

physical address and phone number in their site? Do you 
check how long the website is registered? Do you check 

if the contact information and the who.is information 
match? 
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Mistake Number 1: Not Doing Your Own Research 

 

We’re sure that if you do your own research you will know if it is safe or not to 
buy on that particular shop. Always use your own gut feeling! 

If you think of site to be scam, please inform us, so we can add this 

information to our site to help other people too.  

 

Where to find legitimate shopping sites 

On our site www.startbuyinginchina.com we only list real shopping sites. 
Some are very good and some are not. But they are all legitimate. 

 

Where to find fraudulent shopping sites 

We cannot give you a list of fraudulent shopping sites. There are too many. 
Firetrust.com made a huge list of fraudulent shopping sites in 2007. The list is 

a bit outdated and a large number is no longer online. This list shows the 
importance of being aware and doing your research. The list has over 5.000 

fake shopping sites in 2007.  
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