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Buying anything online has become easier these days. Any shopping 
transactions can now be done with a few clicks of the mouse.  

While electronic payments give convenience to many online shoppers, it is still 

highly advised to ensure safety to your accounts and credit card details. The 
increase of many rip off activities done online is something that we should be 

watchful about.  

Before you check out, make sure that you read the shops payment policies 
from payment methods, check out processes, and the like.  

There are times when customer gets upset because of unclear payment 

methods. Instead of a satisfying shopping experience, customer left the site 
because payment methods are not detailed and transparent.  

What are Examples of Unclear Payment? 

1. Website is not secured. There is no padlock locked at the browser 
window.  

If the site doesn’t have SSL, then don’t be tempted to start any 

transaction. Why? Your credit card information is only safe when the 
site’s URL is https. Otherwise, the online shop owner only wants to get 

your credit card details.  

 
2. The only payment option available in the online shop is through wired 

transfer.  

There is risk in wire transfer. Why? Because once you sent payment, it 
will never be sent back to you. Simply put, you sent payment to an 

online shop first before they will send the product to you. Only to find 
out that the online shop is a scam. 

If you notice these two unclear payments, then you better think twice. A 

bogus shop doesn’t care about neglecting a customer’s user experience. What 
they only care about is getting money from you.  

So how do you determine if the payment method is to be trusted?  

Before shopping online, be mindful of the gullible payment strategies that 
crooks play with in the web.  

1. Use only a protected computer.  

Don’t do any payment transactions using public computers.  
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2. Only shop at secured E-commerce sites.  
Make sure that there is a locked padlock at the bottom of your browser 

window before you check out. 
 

3. Check your bank statements. If you suspect transactions which you 
haven’t done, contact your bank right away. Bring with you documents 

that will support your claim.  

 
4. Print out your order. In case of disputes, claiming reimbursement in 

online shops is never easy. But keeping a hardcopy of your online 
transaction will help speed up the case.  

 
5. Always read customer reviews. It really pays to read customer reviews 

before placing an order online. This will reduce anxiety as you continue 
with your online shopping.  

 
6. Avoid using wire transfers.  

Although money wire transfers are fast and convenient to receive cash 
easily, there is still a high risk of fraud. Once you send money to 

somebody, you cannot take them back. There are a lot of swindlers who 
act as online shop owners. They normally ask buyers to send money 

first before sending the products which are really not available as 

presented on their online shop.  
 

7. Always double check payment details before confirming.  
It is your duty to always double check details before you click the check-

out button. Once you click the big confirm button, then your order will 
automatically be registered to the online shops list of orders. You can 

never undo them even if how much you click the back button.  
 

8. Always log out of sites which you have registered details.  
Even if you checked out using your own computer, it is still advisable to 

log out of the web shop sites. We wouldn’t know how safe your 
computer is in the hands of other people. 

 
9. Beware of fake emails confirming that they received your order.  

If you receive an unexpected order confirmation in your email 

containing malicious attachments and links, simply ignore them. Do not 
click on the links because they just likely want to get your credit card 

information. Never ever fall on these types of disguise. 
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10. Always check a site’s privacy policy. 
A privacy policy is a disclosure document that protects consumers. 

Reading and understanding its content will give you assurance that the 
company is liable  

The more you know, the less likely you’ll get scammed. 

 

The following four payment services are most used:  

1. PayPal  
 

Your transactions are handled from a secure site from Paypal and not on 
the shopping site. You can easily trace transactions with Paypal which 

makes any disputes easy to address. We highly recommend Paypal. 

 
2. Bill Me Later  

 
Bill Me Later is a Paypal service but it is not really used by Chinese 

shopping sites.  
 

3. Credit Card 

With credit cards, you give your information directly to these shopping 
sites so you need to be absolutely sure that the shopping site is 

legitimate. If not, don’t use your credit cards and choose a more safe 
option like PayPal.  

4. Wire Transfer 

Wire transfer is safe because it allows you to trace the payment. The 
only risk with wire transfer is that once payment is sent, there’s no way 

to cancel, void or return it to the sender. And this pose an opportunity 

for scammers because once you wire the money to them, they are home 
free.The biggest companies are Western Union and MoneyGram. If wire 

transfer is the only option that is offered, then it’s surely a scam.  
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